Community  resources 

Follow  us  on  Twitter  Check  our  Reddit  Twitter  this  Digg  this  page  Contact  us  on  IRC 
courage  is  contagious 

Viewing  cable  09BERLIN1160, 

If  you  are  new  to  these  pages,  please  read  an  introduction  on  the  structure  of  a cable  as  well  as  how  to  discuss  them  with  others.  See  also  the  FAOs 

Understanding  cables 

Every  cable  message  consists  of  three  parts: 

• The  top  box  shows  each  cables  unique  reference  number,  when  and  by  whom  it  originally  was  sent,  and  what  its  initial  classification  was. 

• The  middle  box  contains  the  header  information  that  is  associated  with  the  cable.  It  includes  information  about  the  receiver(s)  as  well  as  a general  subject. 

• The  bottom  box  presents  the  body  of  the  cable.  The  opening  can  contain  a more  specific  subject,  references  to  other  cables  (browse  bv  origin  to  find  them)  or 
additional  comment.  This  is  followed  by  the  main  contents  of  the  cable:  a summary,  a collection  of  specific  topics  and  a comment  section. 

To  understand  the  justification  used  for  the  classification  of  each  cable,  please  use  this  WikiSource  article  as  reference. 

Discussing  cables 

If  you  find  meaningful  or  important  information  in  a cable,  please  link  directly  to  its  unique  reference  number.  Linking  to  a specific  paragraph  in  the  body  of  a cable  is  also 
possible  by  copying  the  appropriate  link  (to  be  found  at  theparagraph  symbol).  Please  mark  messages  for  social  networking  services  like  Twitter  with  the  hash  tags 
#cablegate  and  a hash  containing  the  reference  ID  e.g.  #09BERLIN1160. 

Reference  ID  Created  Released  Classification  Origin 

Q9BERLIN1 160  2009-09-18  15:25  201 1-08-30  01:44  SECRET  Embassy  Berlin 
Appears  in  these  articles: 

http://www.aftenposten.no/spesial/wikileaksdokumenter/article3988330.ece 

VZCZCXR09252 

PP  RUEHBC  RUEHDE  RUEHDIR  RUEHKUK  RUEHTRO 
DE  RUEHRL  #1160  2611525 
ZNY  SSSSS  ZZH 
P 181525Z  SEP  09 
FM  AMEMBASSY  BERLIN 

TO  RUEHC/SECSTATE  WASHDC  PRIORITY  5241 
INFO  RUCNFRG / FRG  COLLECTIVE 
RUCNIRA/ IRAN  COLLECTIVE 

SECRET  BERLIN  001160 

SIPDIS  STATE  FOR  EUR/CE  PETER  SCHROEDER  STATE  FOR  ISN  AND  EUR/PRA 
E.O.  12958:  DECL : 09/18/2034  TAGS:  KNNP  PARM  PREL  ETTC  MNUC  IR  GM 
REF:  STATE  96891 

Classified  By:  Global  Affairs  Unit  Chief  Don  L.  Brown  for  reasons  1.4  (b)  and  (d). 

(S)  On  September  18,  EconOff  delivered  ref  non-paper  to  MFA  Export  Control  Division  Desk  Officer  Mrs.  Goeller  regarding  an  Iranian  procurement 
Murphy 


